# 



(MON'J 07. 1 T 00 ! © : S 



16: 19/NQ. 356 1683628 P 



START. 



A 



lot 



EACH USER GENERATES 
PUBLIC/ PRIVATE ENCRYPTION 
KEY PAIR 



FOR EACH USER, U, THE 
NETWORK SITE ENCRYPTS THE 
WINNING ENTRIES WITH THE 
USER'S PUBLIC ENCRYPTION 
KEY, THEREBY OBTAINING 
USER ENCODED 



m 
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EACH USER PROVIDES HIGHER PUBLIC 
ENCRYPTION KEY TO A NETWORK SITE 

(E.G., WEBSITE) PROVIDING THE 
CONTEST (E.G., LOTTERY, 

SWEEP STEAK 5, DRAWING, ETC). 



THE NETWORK SITE DETERMINES 
THE WINNING ENTRIES. 
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THE NETWORK SITE 
GENERATES ONE OR MORE 
PRIVATE ENCRYPTION KEYS, K[. 



THE NETWORK SITE ENCRYPTS EACH 
USER ENCODED. WNNERS(U) USING 
ONE OF THE NETWORK SITE PRIVATE 

KEYS Kj THEREBY OBTAINING 
DOUBLY. ENCODED. WNNERS(U, Kj) 



EACH USER ENTERS THE CONTEST 
ONE OR MORE TIMES. EACH USER 
RETAINS A COPY OF ALL CONTEST 
ENTRIES PROVIDED. 
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FOR EACH USER, U, THE NETWORK SITE 

TRANSMITS 
DOUBLY ENCODED, WINNERS(U, Kj). 
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AFTER ALL CONTEST ENTRIES ARE 
RECEIVED, THE NETWORK SITE 
TRANSMITS THE APPROPRIATE 
NETWORK SITE PRIVATE ENCRYPTION 
KEY TO EACH USER. 



EACH USER DETERMINES 
WHETHER HE/SHE HAS A 
WINNING ENTRY. 



EACH USER DECRYPTS HI S' HER 
DOUBLY ENCOD'ED_ VWNNERS(U, 
Kj) WITH THE NETWORK SITE 

PRIVATE KEY Ki, AND THEN 

DECRYPTS THE RESULTS WITH 
THE USER'S PRIVATE KEY FOR 
OBTAINING A RECOGNIZABLE 
COPY OF THE WINNING ENTRIES. 
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A PRIZE OFFERING ENTITY PROVIDES AN ACTIVITY (E.G., A 
CARD GAME, CONTEST, LOTTERY, DRAWING, SWEEPSTEAKS, 
MAZE/PATH SELECTING GAME, OR OTHER SELECTION-TYPE 
GAME, A GAME HAVING LEVELS, A TREASURE HUNT GAME), 
WHEREIN: (A) IT IS POSSIBLE FOR EACH USER TO OBTAIN ONE 
OF A PLURALITY OF OUTCOMES JO (AN INSTANCE OF) THE 
ACTIVITY, AND (B) SUCH OUTCOMES DETERMINE THE 
PRIZES/WINNINGS TO BE OFFERED TO THE USER. 



THE PRIZE OFFERING ENTITY GENERATES ACTIVITY RELATED DATA (DENOTED 
ACTIVITY DATA), SUCH DATA BEING, FOR USE IN PERFORMING (THE INSTANCE 

OF) THE ACTIVITY, WHEREIN THE ACTIVITY JD ATA IS INFLUENTIAL IN 
DETERMINING THE PRTZES.AND/QR WINNINGS; E.G., ACTIVI TV_D ATA MAY BE A 
REPRESENTATION OF: (A) A CARD DECK/SHOE; (B) ASSOCIATIONS BETWEEN 
POSSIBLE WINNING USER OUTCOMES (E.G., WINNING CONTEST ENTRIES), AND 
PRIZES; (C) A SEQUENCE OF DICE ROLLS; OR (D) STOCHASTICALLY GENERATED 

GAME/SIMULATION CONTROLLING DATA 



WATT FOR A USER, U, TO REQUEST 
TO PARTICIPATE IN (THE 
INSTANCE OF) THE ACTIVITY. 



THE PRIZE OFFERING ENTITY ENCRYPTS 
THE ENCODED_ACTTVTTY_DATA USING 
A CORRESPONDING SECRET KEY, NOT 

AVAILABLE TO THE (ANY) USER, U, 

THEREBY OBTAINING 

DOUBLY ENCODED ACTIVITY DATA. 



JF NOT PREVIOUSLY PROVIDED, THE 

USER, U, PROVIDES THE PRIZE 
OFFERING ENTITY WITH THE PUBLIC 
KEY. OF A PUBLIC/PRIVATE KEY PAIR 
GENERATED BY THE USER 
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THE PRIZE OFFERING ENTITY 
ENCRYPTS, WITH THE USER' S 
PUBLIC KEY, ACTIVITY _DATA, 
THEREBY OBTAINING USER 
ENCODED ACTIVITY _DATA. 



THE PRIZE OFFERING ENTITY PROVIDES 
DOUBLY_ENCODED_ACTrVTTY_DATA TO THE USER, U. 



ARE OTHER USERS 
ALLOWED TO PARTICIPATE 
IN THE (INSTANCE OF THE) 
ACTIVITY? 



YES 




THE USER D 
PERFORMS THE 
(INSTANCE OF 
THE) ACTIVITY. 



WAIT FOR ALL USERS TO COMPLETE THE 
(INSTANCE OF THE) ACTIVITY. 



THE PRIZE OFFERING ENTITY PROVIDES ONE OR MORE OF THE USERS WITH THE 
CORRESPONDING SECREY KEY, WHEREIN EACH SUCH USER CAN DECRYPT 

DOUBLY_ENCODED_ACTTVITY_DATA FIRST WITH K^, AND THEN WITH THE USER'S 
PRIVATE KEY TO THEREBY OBTAIN A COPY OF ACTTVnYTMTA FOR DETERMINING 
WHETHER THIS DATA IS CONSISTENT WITH THE VERSION OF ACTTVTTY_DATA USED 
WHEN THE USER WAS PERFORMING (THE INSTANCE OF) THE ACTIVITY. 
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